
SHiELD aims to create an open and extendable 

security architecture supported by security 

mechanisms and privacy by design modelling and 

analysis tools to provide systematic protection for 

the storage and exchange of health data across 

European borders, subject to control by the data 

subjects, compatible with existing regulatory 

frameworks, ensuring the privacy, availability and 

correctness of the data while improving trust of 

patients in the security of their data and its use to 

address their needs. 

 

• Systematic protection of health data against 

threats and cyber-attacks. 

• Definition of a common architecture for secure 

exchange of health data across European 

borders. 

• Assurance of the protection and privacy of the 

health data exchange. 

• To understand the legal/regulatory 

requirements in each member state, which are 

only partly aligned by previous EU directives and 

regulations and provide recommendations to 

regulators for the development of new/improved 

regulations. 
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Data Exchange 
SHiELD will overcome these security and compliance barriers 

by: 

• Providing models and analysis tools providing automated 

identification of end-to-end security risks and compliance 

issues and supporting privacy and compliance ‘by design’. 

• Using this to analyse compliance rules across borders with 

reference to the security risks they address, to identify 

how they could be improved and converged to address a 

common set of privacy risks, and feed this into the 

standards being developed by CEN, Cenelac and ETSI to 

meet the requirements identified by the forthcoming 

General Data Protection Regulation. 

• Defining an open and extensible data exchange 

architecture based on epSOS, able to supporting security 

measures to address these risks. 

• Developing security mechanisms to deal with new and 

emerging risks, such as inference attacks on sensitive data, 

and risks from relatively unprotected mobile edge devices. 

• Providing faster and more cost effective methods to verify 

and monitor compliance with multiple sets of applicable 

regulations. 

 

Objectives 

SHiELD will unlock the value of health data to European 

citizens and businesses by overcoming security and 

regulatory challenges that today prevent this data being 

exchanged with those who need it. This will make it 

possible to provide better health care to mobile citizens 

across European borders, and facilitate legitimate 

commercial uses of health data. 

 

The exchange of health data between systems is already 

possible, but it rarely happens. One reason is concerns 

about the potential security risks in the resulting end-to-end 

system, especially if it includes or is connected to 

insecure mobile devices. Another is the problem of ensuring 

compliance with regulations especially if the end-toend system 

spans multiple jurisdictions or involves different types of 

systems (e.g. for health care and lifestyle 

applications). Overcoming these barriers is the specific focus 

for SHiELD. 

 

Unfortunately, health data is not only valued highly by 

potential legitimate users. Cyber criminals also regard 

health data as between 20 and 50 times more valuable than 

financial data3, mainly because it allows them to 

create very convincing false identities based on individual 

personal histories. Stealing credit card details provides 

only a limited window of opportunity for criminals before the 

card is cancelled by its rightful owner. 

Motivation 

By doing this, SHiELD will create 

conditions for the  development of new 

health-related services addressing the 

common European market, as well as the 

improvement of health care delivery to 

mobile European citizens. Results will be 

used to provide guidance in best practice, 

and to recommend to regulators how to 

address new and emerging threats while 

converging regulations where possible 

across the EU by contributing to the 

work by CEN-Cenelec and ETSI 

committees to create standards for easier 

complying with EU health data protection 

regulations. 

SHiELD Architecture based on 

OpenNCP common components 


